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Responsible sharing of biomedical data and biospecimens via the
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Abstract Goto:

Given the data-rich nature of modem biomedical research, there is a pressing need for a systematic,
structured, computer-readable way to capture, communicate, and manage sharing rules that apply to
biomedical resources. This 1s essential for responsible recording, versioning, communication, querying, and
actioning of resource sharing plans. However, lack of a common “information model™ for rules and
conditions that govern the sharing of materials, methods, software, data, and knowledge creates a
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ADA-M Goals

Machine readable structure (‘metadatal/license’) to increasingly automate discovery and sharing of data

Products
1. Design a flexible standard, for all relevant data use parameters, ATOMIC at ‘Goldilocks’ granularity
2. Create standard formats (e.g., JSON, key-value text), support documents, software, API

Support for
1. Retrospective: transfer any and all existing use conditions to a standard representation
2. Prospective: capture evolving use conditions in new/longitudinal studies to a standard representation.



Profile Completion Rule Set for ADA-M v1.0

RULE #1
At least one ‘Permissions’ or ‘Terms’ category must have a value

RULE #2
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| Values must be entered for required HEADER fields:

: - Metadata name [metadataName(v1)]

i - Metadata version [metadataVersion(v1)]

! - Resource name [resourceName (v2)]

i And likewise for META-CONDITIONS field:

| - Mode of sharing [sharingMode(v2)]

i - Interpretation rule if multiple Obligatory permissions are specified [multipleObligationsRule(v1)]

: but ONLY IF >1 [Obligatory] string is present across all Permissions & Terms controlled value and free
i text fields
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RULE #3

Values must comply with permitted values for HEADER fields:
- Metadata name [metadataName(v1)]
- Resource data level [resourceDatalevel(vl)]
And likewise for PERMISSIONS fields:
- use within countries/locations [country(v2)]
- use by organisations [organisation(v2)]
- use by non-profit organisations [nonProfitOrganisation(v2)]
- use by profit organisations [profitOrganisation(v2)] ...eftc



THE RESOURCE/DATA ARE PERMITTED FOR USE:

within any country/location
within specified countries/locations
by all organisations
by any non-profit organisations
by specified non-profit organisations
by any profit organisations
by specified profit organisations .. .etc
use for research purposes
for specified categories of research
use for methods development
for specified categories of methods development research
use as reference or control material
for specified categories of control or reference use
use for biomedical research
for specified categories of biomedical research
use for research concerning fundamental biology
for specified categories of fundamental biology research
use for research concerning genetics
for specified categories of genetics research . . .etc
use for clinical purposes
for specified categories of clinically related use
use for clinical decision support
for specified categories of clinical decision support
use for clinical purposes concerning any disease

“Unrestricted”
or
“Unrestricted[Obligatory]”
or
"Limited”
or
"Limited[Obligatory]’
or

"Forbidden”



TERMS OF AGREEMENT:

There are no requirements for any formal approval, contract or review conditions to be satisfied
Formal approval, contract or review conditions are to be met, as specified
There are no requirements regarding publication or disclosure of results, or included references or
acknowledgements
Publication or disclosure of derived results is subject to restrictions, as specified
There are no timeline restrictions
The period of access has time limitations, as specified
There are no requirements regarding data security measures
User must have adequate data security measures, as specified
There are no requirements regarding withdrawal, destruction or return of any subject data
Some subject data must be withdrawn, destroyed or returned, as specified
There are no restrictions regarding the linking of accessed records to other datasets relevant to subject
identifiability
Accessed records may only be linked to other datasets, as specified
There is no possibility of recontacting data subjects
Subject recontact may occur in certain circumstances, as specified
Subject recontact must occur in certain circumstances, as specified
There are no restrictions regarding intellectual property claims based on use of the accessed resource

Options for intellectual property claims based on use of the accessed resources are limited, as specified

There are no requirements to report back regarding use of the accessed resources

Reporting on use of the accessed resources may be required, as specified .. .etc
META-CONDITIONS:
There are no other use restrictions/limitations in force which are not herein specified

Other permissions/limitations may apply as specified

“True”

or

“Untrue”



Utility — now and going forward

1. Communication
Reporting/displaying the ‘profile’ of a dataset’s accessibility

2. Enhance discovery
Add as extra information to answer ‘discovery’ queries (e.g. Beacon)

3. Automated data sharing
Align requests to ADA-M profiles, and share if conditions are met

4. Join forces with DUO
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Utility — now and going forward

1. Communication
Reporting/displaying the ‘profile’ of a dataset’s accessibility

2. Enhance discovery
Add as extra information to answer ‘discovery’ queries (e.g. Beacon)

3. Automated data sharing
Align requests to ADA-M profiles, and share if conditions are met

4. Join forces with DUO, to:



Combining Initiatives with DUO

1. ADA-M is based on non-directional CONCEPTS for condition/terms of use

EACH REQUIRES A DEFINITIVE NAME/CODE AND DEFINITION
WHICH COULD BE REVIEWED AND STANDARDISED WITH DUO

2. ADA-M allows a limited set of top-level responses
(“Unrestricted”, “Limited”, “Forbidden”, “Obligatory”, “True”, “False”)

EACH REQUIRES A DEFINITIVE NAME/CODE AND DEFINITION
WHICH COULD BE REVIEWED AND STANDARDISED WITH DUO
3. ADA-M allows a more granular responses, currently all free text

BASED ON REAL-WORLD NEEDS, MANY OF WHICH COULD
BE BASED ON OTHER ONTOLOGIES AGREED WITH DUO



ADAM-2 (DUAD)

AccessProfile:
type: object
properties:
name:
type: string
accessProfileVersion:
type: string
accessProfileReferences:
type: array
items:
type: string
description: 'Publications, URLs, DOIs for the resource.'
accessProfileCreateDate:
type: string
example: '2017-01-17T20:33:40Z"'
accessProfileUpdates:
type: array
items:
type: string
description: ‘Dates at which this access profile was updated.’
resourceName:
type: string
resourceReferences:
type: array
items:
type: string
description: 'Publications, URLs, DOIs for the resource.'
resourceDescription:
type: string

resourceDatalevel:
type: string
enum:
- UNKNOWN
- DATABASE
- METADATA
- SUMMARISED
- DATASET
- RECORDSET
- RECORD
- RECORDFIELD
resourceContactNames:
type: array
items:
$ref: '#/components/schemas/Contact’
resourceContactOrganisations:
type: array
items:
type: string
sharingMode:
type: string
enum:
- UNKNOWN
- DISCOVERY
- ACCESS
- DISCOVERY_AND_ACCESS
permissionMode:
type: string
enum:
- UNKNOWN
- ALL_TERMS_PERMITTED_BY_DEFAULT
- ALL_TERMS_FORBIDDEN_BY_DEFAULT
Contact:
type: object
properties:
name:
type: string
email:
type: string



ADAM-2 (DUAD)

TermClass:
type: object
properties:
data_use_class:
$ref: ./OntologyClass
restriction_class:
$ref: ./RestrictionClass
Terms:
description: 'List of permitted terms of use
including general terms, profile of users, purposes of
use, etc.'
type: array
items:
$ref: ./TermClass

RestrictionClass:
type: object
properties:
restriction _rule:
type: string
enum:
- UNKNOWN
- NO_CONSTRAINTS
- CONSTRAINTS
- FORBIDDEN
restriction_object:
$ref: ./OntologyClass
constraints_details:
type: string



ADAM-2 (DUAD) ...Simple Example

terms: [

term: {
data_use_class: DUO ‘time limit of use’,
restriction_class: {

restriction_rule: NO_CONSTRAINTS

}

2

term: {

data_use_class: DUO ‘publication required’,

restriction_class: {
restriction_rule: CONSTRAINTS,
restriction_details: ‘PNAS, Nature, ICJM, Frontiers’
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